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Abstract. A key challenge for proactive handling of faults is the pre-
diction of system failures. The main principle of the approach presented
here is to identify and recognize patterns of errors that lead to failures.
I propose the use of hidden Markov models (HMMs) as they have been
successfully used in other pattern recognition tasks. The paper further
motivates their use, explains how HMMs can be used to predict failures
and describes the training procedure. An outlook to a more sophisticated
treatment of time between events is also presented.

1 Introduction

Failure prediction is one of the key challenges that have to be mastered for a new
arena of fault tolerance techniques: the proactive handling of faults. I propose
the use of hidden Markov models (HMM) to approach it.

Failure prediction is about assessing the risk of failure for some time in the
future. In my approach, failures are predicted by analysis of error events that
have occurred in the system. As, of course, not all events that have occurred
ever since can be processed, only events of a time interval called embedding time

are used. Failure probabilities are computed not only for one point of time in
the future, but for a time interval called prediction interval. See Figure 1.

Fig. 1. The probability of upcoming failures is estimated from previous error events.

I propose the use of HMMs for failure prediction. As in many machine learn-
ing applications, the model is first built offline from previously recorded training
data. After training, the model is applied to the running system in order to
perform online prediction of upcoming failures.

This paper is structured as follows: First hidden Markov models (HMM) are
introduced and it will be argued in Section 3 why they are suited for failure



prediction. Although prediction of failures is the second step of the machine
learning approach, I will describe it first (Section 4). Having the goal of the
approach in mind, the training step is explained in Section 5. Section 6 concludes
the paper and provides an outlook to research challenges.

2 A Short Introduction to Hidden Markov Models

Several ways exist to define HMMs properly. This report follows the notations
of Lawrence R. Rabiner as given in [1]. A hidden Markov model is an extension
of a finite discrete time Markov chain (DTMC). DTMCs are defined by a set
of labeled states S = {Si} (1 ≤ i ≤ N), a square stochastic matrix A = [aij ]
defining transition probabilities between any pair of states, and a vector π = [πi]
specifying an initial probability for each state.

Hidden Markov models extend DTMCs in that an output is produced each
time the DTMC enters a state. More formally, the outputs are called observation
symbols from a finite set O = {Ok} (1 ≤ k ≤ M). The set of observation symbols
is sometimes called the alphabet of the HMM. Each state Si can output any
symbol Ok based on the observation probability distribution bi(k). The output
matrix B = [bi(k)] is a rectangular N × M stochastic matrix.

One may ask, why these models are called “hidden”. The name stems from
the fact, that HMMs are usually used in scenarios, where only the sequence
of observations is known, but not the sequence of states the model has gone
through. Therefore, one can consider the states as “hidden from the observer”.

3 Why HMMs are suited for Failure Prediction

The distinction between faults, errors and failures is one of the most fundamen-
tal insights of fault tolerance research (see, e.g., [2]). From this insight results
that failure prediction methods – unless they are able to perform tests inside the
system – cannot operate on faults due to the faults’ property being undetected.
Therefore, failure prediction can either rely on effects of faults or on their detec-

tion, which turns them into errors. Prediction methods of the first group mostly
operate on continuously available measures such as memory utilization or work-
load to identify trends or anomalies. Methods belonging to the second group
mostly only take the time of detection into account. The approach presented
here belongs to the second group, but in addition to the time of occurrence it
exploits the type of the error events. This might improve root cause analysis,
which is necessary for automatic triggering of preventive actions against upcom-
ing failures.

The fundamental assumption in my approach is, that the occurrence of fail-
ures can be predicted by identifying special patterns of errors the system is
experiencing. This assumption is based on the fact, that dependencies among
the components of systems exist. Due to these dependencies, an error in one
component may lead to successive errors in depending components. Fault toler-
ant systems can handle most of these error chains but fail under some special



conditions. My assumption is, that these special conditions can be identified by
recognition of the special error patterns.

Hidden Markov models (HMMs) have been used successfully in pattern recog-
nition tasks such as spoken language processing or gene sequence analysis [3, 4].
They exhibit the property of being flexible and adaptive while at the same time
offering structure and simplicity that allows for formal treatment as well as in-
depth understanding.

The use of HMMs for failure prediction is further motivated by the following
analogy: As faults are unknown and cannot be measured, they cause or “pro-
duce” an error message on their detection. This matches perfectly the notion
of HMMs: There are unobservable hidden states (corresponding to faults) pro-
ducing symbols corresponding to errors. To account for failures, special hidden
states are introduced that do not produce error messages. See Figure 2.
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Fig. 2. Mapping of faults, errors and failures to hidden Markov models.

4 Predicting Failures with HMMs

Although failure prediction is the second phase of my overall machine learning
approach, I describe it first as the preceding training step is easier to understand
having the goal in sight. Training will be described in the subsequent section.

The prediction of failures comprises two steps: First the current state is
estimated on the basis of the recent error events. Starting from the current
state, future behavior is extrapolated and the failure probability is computed in
a second step.

4.1 Estimating the current system state

The current system state is represented by πo = [πo
i ], which is the vector of

probabilities πo
i that the system is in the hidden state Si ∈ S after the re-

cent error messages (observations) O = {O1 O2 · · · OL} have been encountered.



Referring to Figure 1, O would be the sequence {A C A B}. The theory of hid-
den Markov models provides an efficient method to compute πo: the Viterbi
algorithm. Switching to the common notation used for HMMs, the desired prob-
abilities πo

i at the end of the observation sequence are equivalent to:

πo
i = δL(i) = max

s1,s2,...,sL−1

P (s1 s2 · · · sL−1 sL = i, O1 O2 · · · OL|λ) (1)

where δL(i) denotes the maximum probability that during time steps
n = 1, . . . , L − 1 the model went through states s1, s2, . . . , sL−1 and that it is
in state i at the last step (sL = i) while observing the sequence of symbols
O1 O2 · · · OL. Maximum probability means maximizing over all possible state
sequences s1, s2, . . . , sL−1. λ denotes the HMM parameters A,B and π. Please
note that π is the initial distribution of the HMM while πo is the probability
vector of the model having observed the sequence O of error messages.

4.2 Computing failure probability

The goal of failure prediction is to compute PFi
(n), which is the probability

that the Markov process defined by the hidden states, transition matrix A and
initial probability vector πo enters failure state SFi

in at most n time steps. The
probability is determined by the first passage time distribution. Let the random
variable T be defined as T = min{n ≥ 0 : Xn = SFi

} where Xn denotes the
hidden state at step n. T is called the first passage time. Its distribution can be
computed by:

PFi
(n) = P{T ≤ n} (2)

=
∑

i∈S

P{T ≤ n|X0 = i} P{X0 = i} (3)

P{X0 = i} is the probability that the model is in state i at present time, which
is πo

i (as computed in the previous section). P{T ≤ n|X0 = i} is the probability
of visiting state SFi

in at most n time steps starting from state i. Markov theory
provides a recursive method to compute this probability (see, e.g., [5]).

The given equations provide a way to compute the cumulative probability
distribution that the system evolves into a failure state SFi

. Applying a dynamic
programming scheme, the equations can be computed efficiently for various n.
Please note that several failures can be modeled within one HMM (see Figure 2)
and total failure probability is simply the sum over all PFi

.

5 Training the Hidden Markov Model

HMMs are trained on the basis of a set of given observation sequences called
training sequences. The goal of training is to find optimal HMM parameters
(transition matrix A, symbol production matrix B and initial state vector π)
such that the model best fits the training data. There is no known way to ana-
lytically solve the optimization problem. Therefore, methods such as gradient or



expectation-maximization techniques, e.g., the Baum-Welch algorithm [1] that
iteratively improve an initialized model are used. These methods provide con-
vergence at least to local optima.

In the case of failure prediction, observation symbols refer to error events
of the system that is modeled and system failures are represented by “special”
hidden states (see Figure 2). Therefore, the goal of training is to adjust the HMM
parameters such that the error patterns are best represented by the model and
that the model transits to a failure state each time a failure occurs in the training
data.

Fig. 3. Construction of training sequences.

In computer systems, training will most likely be based on logfiles containing
error events (for example, error messages identified by message IDs) and on the
knowledge, when failures have occurred during the logged time period. This is
shown in Figure 3(a) where the occurrence of failures is indicated by flashes. Two
steps are necessary to obtain training sequences for the hidden Markov model:
First, failures are transformed into a special event symbol (one for each failure
type) as indicated by ‘F’ in Figure 3(b). By initializing output probabilities bi(k)
such that failure states are the only states that can produce their failure symbol,
it can be guaranteed that the model transits to the failure state once the failure
symbol occurs in the training sequence. Hence, the training algorithms do not
need to be changed. The second step to obtain training sequences is devoted to
the discrete time property of HMMs as presented in Section 2. Since error events
do not occur equidistantly, special delay symbols ‘D’ have to be inserted to fill
up the gaps between error or failure events as can be seen in Figure 3(c).

6 Conclusion and Outlook

This paper sketches how hidden Markov Models (HMMs) could be used to pre-
dict failures of computer systems. The idea is to identify suspicious patterns
of error events that indicate an upcoming failure. HMMs are used as pattern
recognition tool.

A machine learning approach has been proposed where the HMM is first
trained offline using previously recorded logfile data, and is then used to predict
failures online – while the system is running. The prediction itself comprises two
steps: First the current system state is estimated from previous error events by



applying Viterbi’s algorithm. Based on the estimated state, the risk of failure is
assessed by computing the first passage time distribution into a failure state.

The critical part of the approach is handling of time. The solution pre-
sented here is straightforward: Time is split into equidistant slots and every slot
whithout error or failure is filled with a symbol indicating “silence”. A number of
more sophisticated solutions has been developed. For example, output probabili-
ties can be extended to N-dimensional continuous probability distributions. This
could in the case of failure prediction be used to incorporate inter-event times
as second dimension of output probabilities. Other extensions base HMMs on
continuous-time Markov chains. Within this framework, inter-event durations
could be incorporated directly into transition timing. I propose an additional
solution that is based on the fact that events and “delays” alternate (see Fig-
ure 4). Additional to “error” nodes (Ei) that produce error event observations
and to “failure” nodes (Fi), there is a set of “delay” nodes (Di) representing
inter-event times of different length. This structure offers the opportunity to
stay within the efficient discrete framework presented here and the ability to
represent inter-event times varying in orders of magnitude.

Fig. 4. Proposed model structure to account for inter-event times.

The goal of my future research is to explore the potential of the approaches.
Investigations will include accuracy of failure prediction, sophisticated model
initialization, root cause analysis, and model stability against changing system
configurations potentially leading to online model adaption.
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