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Abstract

Design of service-oriented applications differs from de-
sign of the component-based applications in granularity,
level of abstraction and dynamic environment in which
binding between clients and servers takes place. Service en-
gineering design patterns are introduced as ”best practice
solutions” to common recurring problems that designers
face when developing service-based applications. Design
aspects that are covered are service access, communica-
tion, security, dynamic configuration and interaction (com-
position). The goal is to introduce a disciplined method for
development of service-oriented applications.

Keywords: Web services, design patterns, composition,
availability

1 Introduction

Design pattern is a description of the core of an engineer-
ing problem that occurs repeatedly in practice, and descrip-
tion of the solution to that problem, such that it is reusable
in different contexts. Design patterns were first described in
[1] and applied to civil engineering. They were introduced
to object-oriented software engineering in [4]. The benefits
of design patterns are that they provide high-level language
for describing design issues and that combinations of design
patterns lead to development of reusable architectures.

Many design patterns have been identified for object-
oriented software systems, and some of them have be-
come standard design elements (e.g., Observer, Façade,
Command) or have been incorporated in programming lan-
guages (e.g., Factory Method). With the introduction of
service-oriented computing, it has been noted [11] that us-
ability of ”new” patterns is approaching zero. We are think-
ing at the new level of granularity when developing service-
oriented applications: instead of the object/class, we work
at the subsystem/application level. Surprisingly little re-
search is being done in the area of developing methodolo-
gies of ”good” service-oriented engineering, with the no-
table exception of [12] and [2, 3], where several practi-

cal Web service design patterns are explained. The design
patterns proposed in this paper should be considered com-
plementary to them, as ”best-effort” solution for enforcing
quality design [13]. A comparison with the SOA blueprints
will be given at the end.

There are two main differences between object-oriented
and service-oriented design patterns: 1) different levels of
design granularity and abstractions; 2) service-oriented de-
sign is not inherently client-server, but dynamic: clients can
choose among many servers (services). The goal of the pa-
per is to identify design patterns that are specific to service-
oriented design, and to express them using composition op-
erators, thus creating reusable and verifiable building ele-
ments for service-oriented applications.

2 Composable Service Architecture

Our previous work, which is used to formalize design
patterns, resulted in development of the composable service
architecture [6, 8, 9]. In general, composable service archi-
tecture solves the problem of service composition, alleviat-
ing problems identified in [7], namely lack of support for
description of non-functional and semantic properties, dif-
ficult verification and automatic service composition. The
main properties of the architecture are:

• extended non-functional (QoS) service description us-
ing contract-based mechanism (pre-conditions, post-
conditions and invariants)

• enhanced search capabilities compared to UDDI

• formal composition operators and verification of com-
position correctness

• automatic service composition

Each service has dual description: XML contract (trans-
port over a network) and abstract machine (formal notation
used for reasoning about composition correctness). Service
composition is performed by merging abstract machines us-
ing five basic composition operators:
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• sequence (�) executes two or more services in a se-
quential order

• selection (�C) chooses one of the operand services
based on the predicate C

• choice (�) executes two or more services in parallel
and non-deterministically chooses output of one and
only one of them

• parallel with communication (||P ) executes two or
more services concurrently and then chooses one of
the outputs based on the predicate P

• parallel without communication (||) executes two or
more services concurrently without synchronization

• loop (�P ) executes a service iteratively until the exit
condition P is met

New services are constructed by applying composition
operators to the existing services. Each composition oper-
ator is associated with a set of rules that describe how new
abstract machine is constructed after its application. After
a composed service has been constructed, its correctness is
checked:

• type checking ensures that all types are correctly de-
fined and that there is no infinite set inclusion in the
resulting abstract machine

• invariant preservation ensures that composed invariant
is preserved by all operations

• correct termination ensures that all composed opera-
tions will terminate correctly and feasibly

In the following sections, several Web service design
patterns will be identified. Instead of describing them using
UML diagrams (similar to OO patterns), we will use com-
position operators to express them. The key difference will
thus be the ability to formally introduce and verify applica-
tion of design patterns in service-oriented software systems.

3 Proxy Pattern

The easiest way to access a Web Service is directly, using
specific API on the client side that connects to the WSDL
interface of a target service. However, this method cre-
ates strong coupling between client and called service, and
makes reuse difficult, since the same calling code has to be
repeated. A solution is to use a service proxy pattern that
decouples target service from the client by using surogate
(proxy) service instead of a target service. A proxy pat-
tern should not be confused with the proxy class created by
compiling WSDL, a feature offered by most Web Service

development frameworks. For a proxy pattern, it is irrel-
evant how actual service invocation is performed (using a
proxy class or generating SOAP messages directly).

3.1 Single Proxy

Single proxy pattern is used to access single Web Service
indirectly. It inserts additional proxy Web Service between
client and server. The task of a proxy service is to read
input parameters, invoke target Web Service and receive re-
sults. Therefore, communication with the target service is
implemented only once, inside proxy service. This facili-
tates reuse and it is also possible to change the interface of
the back-end service without notifying the clients, as it is
enough to update only proxy accordingly. Proxy pattern is
described (Figure 1a):

client � proxy � target

The main benefit of using a proxy pattern is that it en-
forces loose coupling between client and called service.
Also, this extra layer of indirection can be used for logging
or load balancing, as will be shown later.

3.2 Multiple Proxy (Transformer)

A service can have more than one proxy. In case of mul-
tiple proxies, they are used to convert (transform) interface
of the target service according to the expectations of differ-
ent clients. The alternative name for this pattern is trans-
former. Transformer is used to enforce understanding on
semantic meaning of parameters, or to help connecting ser-
vices developed with different back-end technologies.

Adopting XML and SOAP does not guarantee inter-
operability. There are many styles and implementations
of SOAP and practice has shown that they are not com-
patible with each other. The issue of data types is ex-
tremely tedious to manage if partner services are exchang-
ing other types than primitives like integers and strings. The
problem is exacerbated by the fact that different service
providers will provide different sophistication when pub-
lishing their services’ descriptions. The issues of naming
data, assigning business meaning to XML data and serial-
ization/deserialization are some of the real-world problems.
Since it is not realistic to expect that single XML schema
can be enforced to all business partners, the idea is to pro-
vide a separate proxy for every partner, resulting in trans-
former pattern. The composition describing this pattern is
(Figure 1b):

(client1||...||clientm)�

(proxy1 �C1 proxy2 �C2 ... �Cn proxyn) � target
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Figure 1. Proxy Pattern

This pattern should not be used to connect to multiple
services using multiple proxies, as this is the task of the
façade pattern. Instead, multiple proxy always connects to
a single target service.

3.3 Proxy with Channel

Further expansion of the proxy pattern is decoupling of
communication protocol and business interface. A channel
service is introduced that deals with communication proto-
col issues while proxy service deals with parameters and
business logic. That way communication protocol can be
changed without changing either client or service proxy.
Multiple proxies can share a single channel, or choose
among several available ones. The composition expressing
this pattern is (Figure 1c):

(client1||clientm) � ((proxy1 �C1 ... �Cn proxyn)

�(channel1 �C1 ... �Cp channelp)) � target

Client sends a request to one of the proxies. Proxy per-
forms data transformation and prepares the request for the
target service. Then it selects appropriate channel and sends
raw data. The channel packs received data into appropriate
message and invokes the target service. The channel also re-
ceives results, and returns them to proxy for relevant format-
ting. This means that proxy and target service are strongly
coupled, but channel can be changed without notifying the
client.

4 Façade Pattern

While proxy pattern facilitates access to a single Web
Service, façade pattern performs the same for compositions
of services. The problem that façade pattern solves is how
to access a composition of Web Services.

Contrary to the OO-Façade, multiple network calls are
not a problem when invoking Web Service composition,
since composite request is sent to the server (e.g., BPEL
server) which manages network calls. However, the prob-
lem is the coupling between the client and called services.
Although mediated by the composition server, the client
has to have intimate knowledge of all services involved.
This makes replacement of services in composition difficult.
Reusability is not that problematic, as composition can be
stored in a directory and then re-invoked when necessary.
Finally, in this case it is up to the client and/or composition
server to specify non-functional behavior of the constituent
services (e.g., transactions) which is a weak design point
that can introduce potential inconsistencies.

The idea is to represent fine grained operations offered
by partner Web Services in a composition through a single
Façade service, which offers a coarse grained composite op-
eration to the client. The pattern is expressed (Figure 2a):

(client1||...||clientn) � facade�

(target1 ◦ target2... ◦ targetm)

where ◦ ∈ {�,�, �, ||, �}.
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Figure 2. Façade and Security Pattern

Façade and target services are strongly coupled, but that
can be eliminated by applying proxy pattern for each target
service. This is the question of the composition complex-
ity, as combining proxy and façade patterns can prove to
be an overkill for the application, depending on its size and
requirements.

The benefit of applying façade pattern is in decoupling
client from the partner services comprising the composition.
Also it is more natural that the provider of one or more part-
ner services specifies non-functional behavior (e.g., transac-
tions, security, timeliness) instead of the client or the com-
position server.

4.1 Synchronous Façade

If a synchronous façade pattern is used, client blocks and
waits until entire composition is executed. This type of
invocation is used when transactional attitude is strict and
client must know the result of entire composition execution
before proceeding further.

A good example where synchronous façade is used is a
bank transfer scenario. A composition is created that ac-
cepts two bank account numbers, security credential and an
amount to be transfered from one account to the other. This
is solved by composition of three services: authorization,
withdrawal and deposit.

Client cannot continue its execution before all three part-
ner services complete. If any of the partner services abort,
entire operation has to be aborted and compensated, which

is the task of the façade service. Transactional behavior can
be solved at the level of composition server, but ensuring
consistency by the service provider itself (assuming that all
three partner services are published by the same provider) at
the façade level is more natural and recommended. Finally,
if the façade is running inside the same application server
as partner services, network overhead will be eliminated.

4.2 Asynchronous Façade

Asynchronous façade is used when the nature of a com-
position is such that a client does not require immediate re-
sponse, furthermore, where such behavior would be harm-
full to the overall business logic and performance. This case
is dictated by scalability and timeliness requirements. Such
compositions allow clients to continue their own process-
ing while their requests are queued. Asynchronous façade
queues client requests and responds after all composite ser-
vices have finished (using callback or polling by the client).

The example of a composition where asynchronous
façade is a good solution is airline reservation system. A
client invokes a composition of services that make hotel
and flight reservation and a payment service. If a synchro-
nous façade pattern is used to encapsulate this composition,
two problems are encountered: long delay and reliability.
Checking flight and hotel availability can take a long time,
and even involve human processing. Therefore, for business
cases where transactions can take long time to execute, it is
unacceptable for a client to block and wait. Using asynchro-
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nous façade, a client is free to continue its own processing
the moment it submits the request to the façade service and
it will be notified once the composition terminates, success-
fully or unsuccessfully. Fault-tolerance is also a problem
with long running business transactions. If a synchronous
façade has been used and one partner service aborts, en-
tire composition will abort. However, when asynchronous
façade is used, the request is kept in a façade queue and the
execution is retried, thus making long running transactions
resilitent and reliable.

5 Security Patterns

There are two ways security requirements can be ad-
dressed. The first is to exploit native security capabilities of
partner services that build the application. Although easier,
it can result in incorrect composition in case when partner
services do not support relevant security properties them-
selves. The second option is to ’reinforce’ a composition
with dedicated services, creating a security pattern or wrap-
per for the entire composition.

Basic security attributes that can be reinforced in a com-
position are: transport, encryption, access control and mes-
sage integrity. Security pattern for simple proxy invocation
is (Figure 2b):

client � encrypt � https � channel � decrypt �

facade � (authorize�access�integrity) � proxy

Transport protection secures the channel transmitting
data from client to facade/ proxy. It encrypts the connec-
tion between two services, thus protecting the channel. Se-
cure Sockets Layer (SSL) and HyperText Transfer Protocol
Secure (HTTPS) can be used for this purpose. While in
transit, all data is secure. However, data itself is not en-
crypted, meaning that at the endpoint information is eas-
ily read. Therefore, all data is also encrypted before being
sent to the channel and decrypted at the receiving end. Fi-
nally, after being received by the facade and before being
forwarded to proxy, authorization, access control and mes-
sage integrity verification is performed. It is up to the ar-
chitect to decide which of these security services should be
used in a particular use case, since they introduce significant
overhead.

6 Dynamic Input Pattern

Web Service messages can be very complex, compris-
ing many input/output parameters. It is in accordance with
basic postulates of service-oriented computing, which rec-
ommend using small number of operations with relatively
large and complex messages. Those messages are often not

known until runtime, that is, they are constructed dynam-
ically. Data necessary for message construction can come
from an XML file, a relational database or from a human
user input.

Many Web Services also operate with persistent re-
sources which have to be identified (e.g., relational data-
base, table name and primary key). This data is also not
known during design time. In such cases it is convenient to
remove logic for dynamic message construction outside of
the client, into a combination of service proxy and configu-
ration manager. This pattern is expressed by (Figure 3a):

client � (dynamicProxy||configurator)�

integrator � target

Dynamic proxy decouples client from server and con-
figurator consults persistent resource to retreive necessary
data. Both services forward their output to integrator which
generates the complete request by filling missing informa-
tion that it receives from the configurator. In order to re-
move latency required for consulting persistent resource,
configurator caches configuration data in memory, acceler-
ating dynamic message construction and lowering overall
response time.

7 Log Pattern

Reputation system is the neccessary part of a service-
oriented architecture. In order for reputation system to be
fair and usable, it is convenient to introduce standard de-
sign pattern that requires services to log their input and out-
put messages. That way logging logic is removed from the
partner services. Apart from being useful for building stan-
dardized reputation systems, logging pattern can be used for
debugging and testing, which is often neglected. Develop-
ers creating service-oriented applications are often in dark-
ness when trying to debug and diagnose application errors.
Even access to error logs is a problem since target services
execute in different application servers and access to their
logs is not always trivial and/or possible. Introducing stan-
dard logging pattern helps in the validation and diagnosis of
service-oriented applications.

Practice shows that it is reccomendable to perform log-
ging in a database, since long XML messages result in un-
usable log files. It is desireable to have related messages
grouped together (concurrency issues). If all related mes-
sages are stored in a database, a simple cross join retrieves
all relevant data. The pattern is expressed (Figure 3b):

client � (proxy||requestLog) � (target||responseLog)

Alternatively, proxy can also log response, eliminating
the need for separate response logger:

client � (proxy||requestLog||responseLog) � target
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Figure 3. Dynamic Input (a) and Logger (b) Patterns

8 Load Balancer Pattern

Frequently a pool of Web Services that perform the same
function is available. Instead of invoking them on a random
basis, they can be load balanced using proxy pattern. Insert-
ing a proxy between clients and a pool of target services,
and equipping that proxy with a load balancing algorithm
optimizes the performance of the whole system. The role of
a load balancer is to distribute client requests among avail-
able service instances. The pattern is expressed (Figure 4a):

TI1, T I2, ..., T Im EXTENDS T

(client1||...||clientn) � proxy � loadBalancer

�(TI1 �C1 ... �Cm TIm)

If a synchronous load balancer is implemented, only a
guessing algorithm can be used, since there is no way that
load balancer can know for sure which services are avail-
able and which are not. This decision has to be taken based
upon imperfect historical data. This is a push model, where
requests are pushed to the target service instances without
their cooperation. With asynchronous load balancer, a pull
model can be used. Load balancer can store requests in a
queue and target instances can retrieve and process (pull)
them once they are free.

9 Publish-Subscribe Pattern

The main actors in this pattern are publishers, sub-
scribers and communication middleware services (message
bus). Publishers produce values (computations, measure-
ments) and put them on the message bus. Subscribers opt
to receive a selection of available data from the bus. The
bus comprises aggregator, transformer, queue and directory.
Aggregators perform data merging, transformers perform

transformation on raw data (e.g., a FFT), queue stores raw,
aggregated or transformed data, while directory collects de-
scriptions of available data. Subscribers consult directory
when choosing data to subscribe to. The pattern is described
(Figure 4b):

{[(target1 � publish1)||...||(targetn � publishn)]�

(aggregate1�...�aggregatep�transform1�...�

transformq) � (queue||directory)}||

{(client1 � subscribe1)||...||(clientm � subscribem)�

(queue||directory)}

Taking the case of critical infrastructure protection as an
example (see case for SOA in power grid in [5]), publishers
are sensors that give various measurements along the grid
elements (power plants, turbines, generators, transformators
and distribution lines), subscribers are fault predictors that
subscribe to information they require to perform prediction,
while message bus is the heterogenous communication mid-
dleware that must fulfill non-functional requirements of the
subscribers. Each subscriber can specify a set of constraints
that must hold (e.g., a fault predictor may require timely and
secure delivery of measured data).

The proposed pattern offers additional availability bene-
fit: composability over multiple domains. Subscribers may
require data that originate at different providers, separated
by legal, safety and technological barriers. Flexibility of
unified interfaces, correctness guarantees and composabil-
ity enables aggregation of data that would otherwise be in-
accessible.

10 Producer-Consumer Pattern

This pattern comprises producer, consumer and storage
(queue) services. Producer receives input data, processes it
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Figure 4. Load balancer, Publish-subscribe and Producer-consumer patterns

and puts it into the queue. Consumer takes values from the
queue, performs its own processing and sends data to the
output. They are both executing asynchronously. Producer
and consumer model two elements of a business logic. For
example, producer can receive requests for bank transfer,
pre-process them (authorization, feasibility) and then put a
request in a persistent storage (queue) for producer to take
and perform the actual transfer and generate the report. This
part of the workflow can involve human interaction. The
entire process is executing inside a loop controlled by an
external service start. The pattern is expressed (Figure 4c):

start �(exit>0) (producer�queue)||(queue�consumer)

Since producer and consumer are not synchronized, it
is important that producer does not put elements into the
full queue, or that consumer does not try to take an element
from the empty queue. Apart from typing and feasibility,
enforcing this consistency is one of the main tasks of this
pattern which is accomplished by invariant preservation.

11 Design Patterns and SOA Blueprints

Service design patterns are related to SOA Blueprints
initiative, an effort to develop, circulate, maintain, and up-
date a set of example business profiles which illustrate prac-
tical issues in deploying SOA-based solutions [10, 14].
SOA Blueprints comprise requirements specification and
concepts. Requirements specification enumerates coarse

grained services typically found or recommended for an
enterprise environment (e.g., manufacturing, procurement,
payroll, accounting). Concepts express infrastructural and
logical properties of these coarse grained services. In this
context, service design patterns are similar to blueprint con-
cepts. We will now discuss all blueprint concepts and make
comparison with equivalent design patterns:

• Synchronicity. Not addressed separately in design pat-
terns, being part of the composable service architec-
ture. However, where pattern expression depends on
the synchronicity, it has been noted (e.g., synchronous
and asynchronous façade).

• Component services, composite services, serial and
parallel orchestration, conversational services. In
composable service architecture, all services are
treated as conversational, but can be reduced to com-
posite/atomic. Parallel and sequential execution are
part of the richer composition operators set (including
also selection, choice and loop).

• Data service. No distinction about services used to
fetch data is made either in composable service archi-
tecture or in service design patterns.

• Publish-subscribe service. Directly comparable to
publish/subscribe design pattern.

• Service broker. Can be seen as combination of proxy
and façade patterns.

Proceedings of the Second IEEE International
Symposium on Service-Oriented System Engineering (SOSE'06)
0-7695-2726-4/06 $20.00  © 2006



• Exception handling and compensation. The issues of
forward and backward error control are addressed at
the architecture level (services that do not declare these
properties in their contracts may not be composable,
depending on the application requirements).

• Interception and extensibility. A mechanism for insert-
ing additional functionality to the system without mod-
ifying and affecting existing components is the funda-
mental idea of the composable service architecture.

• Interoperability. It is unclear why this should be a
blueprint concept or a design pattern. In our under-
standing this is the basic property of any SOA system.

• Security. Supported directly with security patterns.

Some blueprint concepts are the integral part of the com-
posable service architecture (synchronicity, parallel or se-
quential execution). We see this as a possible benefit, since
addressing issues such as error control at the architecture
(mandatory) level yields more benefits. Some design pat-
terns are not present in the blueprint concepts (e.g., load
balancer). Finally, blueprint concepts do not support cor-
rectness verification. One of the advantages of expressing
design patterns using composable service architecture is the
ability to formally verify application of a given pattern with
the chosen set of services. Blueprints requirements speci-
fication, on the other hand, is not supported in the design
patterns. Therefore, a potential future work is the marriage
of the blueprints concepts and design patterns, and subse-
quent integration into the blueprint requirements specifica-
tion, and ultimately, in the example blueprints application.

12 Conclusion

Availability of service-oriented applications can be ob-
served at two levels: physical and user-perceived. The
usage of design patterns improves service availability at
both levels. By careful choice of design patterns, applica-
tion physical availability is increased. Increasing physical
availability means making service resilient and fault toler-
ant in the presence of physical faults. An example of im-
proving physical resilience that can be achieved is network
faulire (or congestion): using proxy pattern with alterna-
tive channels, network effects can be countered by dynamic
channel/protocol switching. Even if no physical faults are
present in the system, wrong design decisions can lead to
the situations where service cannot deliver end-results to the
users due to some specific conditions (e.g., high load). Dis-
ciplined design decisions and adherence to the standardized
design patterns make service-oriented applications more
stable, available and easier to maintain. Furthermore, de-
sign decisions can be communicated, shared and discussed
in concise, effective and non-ambiguous manner.

The proposed patterns are the result of the author’s ex-
perience while working on the Web Services Composition
Server project [6]. As such, they were developed as answers
to the following design problems: service access (proxy,
façade), security, configuration (dynamic input), logging,
performance (load balancer) and concrete application re-
quirements (publish-subscribe and producer-consumer).
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