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Announcements

About myself

• Dr. habil. Holger Schlingloff

• Manager, Bremen Institute of Safe Systems

• Project work (UMTS, embedded systems)

• Research: Verification, Logics

• email: hs@tzi.de

About this lecture

• Originally planned by C. Eckert

• Largely following the book by C. Eckert:
“IT-Sicherheit: Konzepte - Verfahren - Protokolle”
Oldenbourg Verlag, 2001

• can be used as a topic for diploma exams

• one of a sequence “MMISS”

• use of projector, English language

Exercises

• Originally planned for the Monday sessions (move?)

• Participation neccessary for “Übungsschein”

• Requirements: 60% of all points, additionally: presentation of own solutions

• starting in November(no lectures on 22.10./29.10)

• internet-based management (WebAssign , FernUni Hagen)

• to register send email tohs@tzi.de (asap)

Information security

a “hot” topic
Weser-Kurier of today (!), Wednesday Oct. 17th, 2001:

“Ende des High-Tech-Booms ...
Mangelware sind nach Angaben von Bitkom zurzeit vor allem Experten für Computersicherheit. In diesem
Bereich werden j̈ahrlich rund 5000 Experten zusätzlich ben̈otigt.”
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Safety vs. security

Informal distinction:
Safety: Threats from the system’s inside (malfunctioning)
Security: Threats from the outside (attacks)
boundaries sometimes not clear!
connections to social, political, economical and psychological topics

Content

• Definitions and Terms

• Viruses, Worms, Trojan Horses

• Construction of Safe Systems

• Cryptographical Algorithms

• Digital Signatures

• Key Management

• Authentification

• Authorization

• Firewalls

• Safe Communication

• Formal Methods for Security

0 Introductory Example

The Nimda Worm
History:
Beginning of the year 2001, Microsoft was noticed on a bug in IE 5.
Mar. 29th, 2001, Microsoft reports the bug on its website, together with a patch for IE 5.1 / IE 5.5
On September 18th, the nimda worm/virus exploiting the bug was discovered
On September 19th, a major number of PCs and servers around the globe was infected; most vendors of anti-virus-
software had upgrades
In October, Microsoft announces that also IE 6 can be affected.

0.1 What is the bug?

An incorrect MIME header can cause IE to execute E-mail attachments without asking user permission.
From the Microsoft Web Page:

Because HTML e-mails are simply web pages, IE can render them and open binary attachments in a way
that is appropriate to their MIME types. However, a flaw exists in the type of processing that is specified for
certain unusual MIME types. If an attacker created an HTML e-mail containing an executable attachment,
then modified the MIME header information to specify that the attachment was one of the unusual MIME
types that IE handles incorrectly, IE would launch the attachment automatically when it rendered the e-mail.

An attacker could use this vulnerability in either of two scenarios. She could host an affected HTML e-mail
on a web site and try to persuade another user to visit it, at which point script on a web page could open the
mail and initiate the executable. Alternatively, she could send the HTML mail directly to the user. In either
case, the executable attachment, if it ran, would be limited only by user’s permissions on the system.

The vulnerability could not be exploited if File Downloads have been disabled in the Security Zone in which
the e-mail is rendered. This is not a default setting in any zone, however.
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0.2 Nimda (W32.Nimda.A@mm)

• complex virus combined with mass mailing worm component

• spreads itself in attachments named README.EXE.

• affects Windows 95, Windows 98, Windows Me, Windows NT 4 and Windows 2000

• carefully “designed”: exploits several holes to achive maximal distribution

• infects both local files and remote files,

• sends itself out by email,

• attempts to copy itself to unpatched web servers,

• searches and infects open network shares,

• creates security holes for unauthorized access.

• first worm to modify existing web sites to start offering infected files for download.

• first worm to use normal end user machines to scan for vulnerable web sites.

• can easily reach intranet web sites located behind firewalls.

0.3 Nimda lifecycle

(from http://www.f-secure.com/v-descs/nimda.shtml )
Five parts:

1) Infecting files,
2) Mass mailing,
3) Web worm,
4) LAN propagation,
5) Security hole

0.3.1 File infection

Nimda locatesEXEfiles from the local machine and infects them by putting the file inside its body as a resource, thus
’assimilating’ that file. These files then spread the infection when people exchange programs such as games.

0.3.2 Mass mailer

Nimda locates e-mail addresses via MAPI from the local e-mail client as well as searching localHTMLfiles for additional
addresses. Then it sends one e-mail to each address. These mails contain an attachment calledREADME.EXE, which
might be executed automatically on some systems.
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0.3.3 Web worm

Nimda starts to scan the internet, trying to locate www servers. Once a web server is found, the worm tries to infect it
by using several known security holes. If this succeeds, the worm will modify random web pages on the site. End result
of this modification is that web surfers browsing the site will get automatically infected by the worm.

0.3.4 LAN propagation

The worm will search for file shares in the local network, either from file servers or from end user machines. Once
found, it will drop a hidden file calledRICHED20.DLL to any directory which hasDOCandEMLfiles. It adjusts the
properties of Windows Explorer such that hidden files (worm’s files) will not be seen in Explorer any more.
RICHED20.DLL is a component used by several programs such as Microsoft Word to view files of Rich Text For-
mat. Thus, by replacing this component, the virus is invoked every time Word or another application using this file is
started. When other users try to openDOCor EMLfiles from these directories, Word, Wordpad or Outlook will execute
RICHED20.DLL causing an infection of the PC. The worm will also infect remote files if it was started on a server.

0.3.5 Security hole

The worm adds a ’guest’ account to infected system account list, activates this account, adds it to ’Administrator’ and
’Guests’ groups and sharesC: drive with full access priviledges.
The worm also deletes all subkeys from the

[SYSTEM/CurrentControlSet/Services/lanmanserver/Shares/Security]
key to disable sharing security.

0.4 Technical details

First it should be noted that the worm behaves differently when started from files with different file names and with
different command lines.
If the worm is started fromREADME.EXEfile, it copies itself to a temporary folder with a random name that has
’MEP*.TMP’ name and runs itself there with-dontrunold command line option. When started, the worm loads
itself as a DLL library, looks for a specific resource there and checks its size. If the resource size is less than 100, the
worm unloads itself, otherwise it extracts its resource to a file and launches it. Checking the resource size is done to be
able to detect if a worm runs from infected EXE files. Then the worm gets current time and generates a random number.
After performing a few arithmetic operations with this number the worm checks the result. If a result is bigger than
worm’s counter, the worm starts to search and deleteREADME*.EXEfiles from temporary folder. Thus it erases traces
of its activities.
After that the worm prepares its MIME-encoded copy by extrating a pre-defined multi-partite MIME message from its
body and appending its MIME-encoded copy to it. The file with a random name is created in a temporary folder.
Hiding: The worm then looks forEXPLORERprocess, opens it and assigns its process as remote thread of Explorer,
using the Windows APICreateRemoteThread . Thus, it will not be obvious in the Task List. In Win9x and WinMe,
the program uses an API calledRegisterServiceProcess that will accomplish the same thing. On some platforms
the worm fails to run as Explorer’s thread. The worm gets API creates a mutex withfsdhqherwqi2001 name, startups
Winsock services, gets an infected computer (host) info and sleeps for some time.
Self-preservation: When resumed, the worm checks what platform it is running. If it is running on NT-based system,
it compacts its memory blocks to occupy less space in memory and copies itself asLOAD.EXE to Windows system
directory. Then it modifiesSYSTEM.INI file by adding the following string after theSHELL= variable in[Boot]
section:

explorer.exe load.exe -dontrunold
This will start the worm’s copy every time Windows starts. The worm also copies itself asRICHED20.DLL file to
system folder and sets hidden and system attributes to this file as well as toLOAD.EXEfile.
The worm adjusts the properties of Windows Explorer, it accesses

[Software/Microsoft/Windows/CurrentVersion/Explorer/Advanced]
key and adjusts’Hidden’ , ’ShowSuperHidden’ and’HideFileExt’ keys. This affects Windows’ (especially
ME and 2000) ability to show hidden files - worm’s files will not be seen in Explorer any more.
Then the worm enumerates shared network resources and starts to recursively scan files on remote systems.
Starting on a server: (EXE spreading)
If the name of worm’s file is ADMIN.DLL, the worm creates a mutex with’fsdhqherwqi2001’ name, copies itself
asMMC.EXEinto the Windows directory and starts this file with’-qusery9bnow’ command line.MMC.EXEis the
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Microsoft Management Console program and is normally located in the Windows system folder. This file is permanently
damaged. The worm starts to scan and infect files on all available drives including removable and network ones. The
EXE files (exceptWINZIP32.EXE ) on these drives will get infected with the worm. The infection technique the worm
uses is new - the worm puts an infected file inside its body as a resource. These files will contain the virus first, and then
the original EXE file contained as a resource at the end of the combined file. When the infected file is run, the worm
extracts the embedded original EXE file, runs it and tries to delete it afterwards. If instant deletion is not possible, the
worm createsWININIT.INI file that will delete the extracted file on next Windows startup.
The worm also accesses[SOFTWARE/Microsoft/Windows/CurrentVersion/App Paths] key reads sub-
keys from there and infects all files listed in the subkeys. Also the worm reads user’s personal folders from[Soft-
ware/Microsoft/Windows/CurrentVersion/Explorer/Shell Folders] key and infects files in these
folders as well.
Then the worm starts to search local hard drives for*.HTML , .ASP , and.HTM files and if such files are found, the
worm createsREADME.EMLfile (which is the multi-partite message with MIME-encoded worm) in the same directory
and adds a small JavaScript code to the end of found files. That JavaScript code would openREADME.EMLfile when
the infected HTML file is loaded by a web browser. As a result the MIME-encoded worm will get activated because of
a security hole and a system will get infected.
The worm’s file runs from a minimized window when downloaded from an infected webserver. This technique affects
users who are browsing the web with Internet Explorer.
LAN spreading: When searching for files on remote systems the worm looks for.DOC and.EML files and then copies
its binary image withRICHED20.DLL name to the folders whereDOCandEMLfiles are located. The copiedDLL
file has system and hidden attributes. This is done to increase the chances of worm activation on remote systems as
Windows’ originalRICHED20.DLL component is used to open OLE files. But instead the worm’sRICHED20.DLL
file from current directory will be launched.
Also when the worm browsing the remote computers’ directories it creates.EML and.NWS(rarely) files that have the
names of document or webpage files that the worm could find on a remote system. These.EML and .NWSfiles are
worm’s multi-partite messages with a worm MIME-encoded in them. When scanning the worm can also delete the
.EML and.NWSfiles it previously created.
From a server, the worm will also put*.EML and *.NWS files in almost all folders of computers it accesses. The
RICHED20.DLL file with hidden and system attribute will be put in all folders whereDOCor EMLfiles are located.
The worm will also try to replace Windows’ originalRICHED20.DLL file with its own copy.
E-Mail spreading: The worm searches trough all the.htm and.html file in the Temporary Internet Files folder for
e-mail addresses. It reads trough user’s inbox and collects the sender addresses. When the address list is ready it uses
it’s own SMTP engine to send the infected messages. Emails have no body text and none or random Subject line. The
attachment name isREADME.EXE.
WWW spreading: The worm uses certain backdoors on IIS servers. It scans random IP addresses for these backdoors.
When a host is found to have one the worm instructs the machine to download the worm code (Admin.dll) from the host
used for scanning. After this it executes the worm on the target machine this way infecting it. It attempts to alter the
contents of pages on such servers, hunting for the following filenames:
index.html index.htm index.asp
readme.html readme.htm readme.asp
main.html main.htm main.asp
default.html default.htm default.asp
If it finds one of the above files on the web server the virus attempts to alter the contents of the file, adding a section of
malicious Javascript code to the end of the file.
If the website is then browsed by a user with an insecure version of Internet Explorer, the malicious code automatically
downloads a file called readme.eml onto the user’s computer - which is then automatically executed by the IE bug. Users
may as such be infected without knowing it, just by browsing the web. Combined with the spreading to the web server
this makes a unique and dangerous spreading mechanism.
Additional information: The worm has a copyright text string that is never displayed:

Concept Virus(CV) V.5, Copyright(C)2001 R.P.China
Otherwise, the virus contains little intentional damaging routines.

0.5 Attackers

Who are the potential attackers? What are their motivations?

• hacker, cracker: “sport”
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• More than 50% of all known attacks are from insiders
reasons: frustration, monetary, revenge

• increasingly: industrial espionage, secret services

0.6 Reactions

What are the common reactions?

• MS: dont publish security issues

• Competitors: Software multiculture

• Govt: criminal laws against trespassers

• Software-industry: better/more virus protection software

• Science: discuss in the open, research security improvements

0.7 Main reasons for security problems

Four main groups can be identified

• faulty system design

– missing security checks

– unlimited access / wrong rights (e.g. in the above example)

– convenience instead of security

• implementation bugs

– possibility of avoidance of checks

– missing checks of parameters (e.g., CGI-Scripts)

• administrative sloppyness

– account without password

– exceptions in firewall

– no authentification of WLAN-cards

• missing awareness or knowledge

– passwords pinned to the screen

– easy-to-guess passwords

– no reactions to known gaps

0.8 “Design for Security”

Systematic construction

• Modelling and understanding of complex interactions

• Knowledge of possibilities and limitations of security algorithms
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1 Fundamental definitions and terms
Definition 1 (Information)
We regard anything which can be represented as bit strings as information .

Ex: texts, pictures, programs, algorithms, file systems, models, ...

Similar to material objects, some informations areownedby a person or group of persons; ownership is
established by a social process.

Definition 2 (System)
A systemis something which is composed of several components which interact with one another.

Thecomplexityof a system is the number of different components and interaction methods.

Definition 3 (IT-System)
An IT-system is a system which processes informations, i.e., inputs, transforms or transmits, and outputs informations.

Usually there is some kind of informationstorageinvolved in the transformation or transmission process.

Definition 4 (Open and closed systems)
A system is open, if it can interact and communicate with other systems (the system’s environment), otherwise it is
closed.

In ITSec, closed systems usually consist of a fixed number of computers and users in a well-defined area,
with a homogeneous architecture and central administration. If any of these criteria does not apply, it is an
open system.

Definition 5 (Object)
Information is usually organized as objects. An object is a structured set of informations or activities within a system.

(Ex.: files, programs, processes.)
The identity of an object is established by a social process.

Definition 6 (Subject)
In some sense, each user of an IT-system is an object of this system. If an object of the system or an outside entity
pursues a certain purposeor intent, we call it a subject.

In this sense, also an intelligent agent process can be a subject of a system.

Definition 7 (Access)
Each interaction between a subject and an object is called an access.
If the access modifies the object, it is a write access, otherwise a read access.

An access is authorized, if the owner of the object appreciates it at the time it occurs (the access is in the intend of the
owner).

Definition 8 (Security, Informationssicherheit)
Security is the ability of a system to inhibit or restrict unauthorized access to the system.

(No threats from outside subjects for the system’s information)
Two parts: Integrity / confidentiality (Integrität / Vertraulichkeit)
no unauthorized write / read accesses, resp.
Other, unrelated topics (not in this lecture):

• Safety(Funktionssicherheit) is the property of a system to inhibit or restrict undesired actions by the system.
(No threats from inside the system for the environment)

Undesired actions: assume unwanted states, deliver unexpected results, harm people, ...
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• Protection (Datensicherheit) is the ability of a system to protect a user against unwanted loss of information
(accidental deletion or physical failures)

• Privacy (Datenschutz) is the right of persons to own and control the access to their personal data.

• Reliability, dependability, availability, correctness, completeness:see course on safety-critical systems!

Borderline sometimes not strict; e.g., denial-of-service-attack: safety or security?

Security properties:

Integrity / confidentiality (Integriẗat / Vertraulichkeit): no unauthorized write / read accesses, resp.

Definition 9 (Authenticity, Authentizit ät)
An object is authentic, if its origin and integrity unquestionable (It can be proven beyond reasonable doubt who the
author is and that it has not been modified).

Definition 10 (Authentification, Authentifizierung)
The process of establishing the authenticity of an object.

Ex.: Authentification of a user by password or fingerprint. Authentification of a document by digital signature.
related:Accountability (Verbindlichkeit) : It is not possible to deny authorship of or access to an object.

Definition 11 (Security policy)
A security policy is a set of rules and measures to improve a system’s security. Security policies are either based on
access controlor on information flow.

• Access control based security policies are

– discretionary(user / owner fixes rights),

– mandatory(system fixes rights), or

– role distinguishing(one subject in various roles)

• Information flow based policies describe admissible channels between subjects. More later!

Security infrastructure, attack

• The security infrastructureis the set of all components of a system which are included to realize the security
policy.

– admission control(e.g., login procedures),

– access control(e.g., file system checks),

– communication control(e.g., network demons).

• An attackis a conscious attempt to violate a system’s security, bypassing the systems security infrastructure.

– An active attacktries to violate the integrity,

– apassive attackviolates the confidentiality of objects.

Ex.: eavesdropping, masquerading/spoofing, sniffing, flooding, ...

2 Viruses, Worms, Trojan Horses

• Chapter deals with potential threats and security problems within a system and in the communication between
systems. cf. introductory example (nimda)

• security violation: unauthorized access; in particular: access without user’s knowledge.

– generation/modification/deletion of files on a disk

– sending of mail messages, remote login, etc.

– performing secret additional functionality.
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2.1 Threats by execution of code

2.1.1 Viruses

Definition 12 (Virus)
An instruction sequence which is hidden in an executable host; whenever the host program is run also the virus is
activated and appends itself (unknown to the user) to other host programs.

• execution unintended, as a side-effect of executing the host program

• reproduction by modifying other hosts (security violation)

• optional “payload”-part doing other security violations (collecting and sending confidential data, modifying or
deleting files, preparing other attacks ...)

Potential virus hosts

• program files (link virus) (picture!)

• boot sequence (boot virus)

• macros (Excel, Word), and attachments

• documents (PS, PDF)

PDF virus on the loose

Peachy, discovered this week, is the first virus
able to penetrate Adobe PDF files

By Tech Live staff (August 8, 2001)

Security experts have found the first virus able to propagate through Adobe’s
encrypted portable document format (PDF) files, a format once thought to be
virtually impenetrable.
Named Peachy by experts at Web security firm McAfee on Tuesday, the email
virus hides itself in PDF files and infects other computer systems by sending
the file as an attachment through the Microsoft Outlook email program.

The virus exploits a feature in Acrobat that combines other files with the PDF
code. The virus is located in visual basic script contained in the PDF file and
is launched when a user clicks on a peach icon located within the document.
Although experts say that Peachy hasn’t caused any damage, and isn’t ex-
pected to, the virus has raised concerns about PDF, which in the past has been
considered to be a very secure file format due to its use of encryption.
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Possible defences

• restrict permissions
(e.g., write permissions of executables to directories)

• block the entry points (never execute code of unknown origin)

• use encrypting FS or fingerprinting tools

• use of virus scanners

• logging of activities, heuristic interpretation

2.1.2 Worms

• A self-reproducing program which spreads via computer networks.

– spreading often by automatic sending of email

– other ways: rlogin, rsh

• (usually stand-alone program or script)

Possible defences

• restrict permissions

(e.g. no automatic background sending of mail,
password files not readable from outside,
no administrator privileges for network connections)

• patch known bugs in operating systems and network protocols

• scan / log activities

2.1.3 Trojan horses

• A program which has an additional intended functionality which is executed without knowledge or consent of the
user.

– e.g., a logical time bomb

– a banking program collecting fractal of pennies

– a shareware program scanning for passwords

– a word processing software hiding licensing informations in the text

• “consent of the user” often unclear (spamming vs. product information)

– automatic bug reporting? automatic security alerts?

– collecting consumer data? location based services?

Possible actions:

• restrict permissions
(e.g., no formating of hard disk under user privileges)

• execude only trustworthy code
(code-inspections, signed code, proof-carrying code)

Attention: Signature proves only origin of code, not functionality!
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2.1.4 Mobile Code

• Turing equivalence between data and programs
VB Scripts, Java applets, ActiveX control, ...

• Mobile agents roaming the internet
performing complex tasks, e.g. large calculations

• Two “owners” concerned (agent and host)

– security risks both for the code and the host
(e.g., alternating prices of competitors)

Possible actions

• protection of mobile code

– during transport: Encryption of the mobile code

– during execution?

• protection of host computer

– restriction of permissions (e.g. Java sandbox)

– authentification, e.g., by fingerprinting

– proof of conformance to security policy?

2.2 Internet threats

Protocol stack:
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Example packet:

2.2.1 Application layer threats

• E-Mail

– MIME-threats already discussed

– no security guaranteed (esp. authenticity)

• ftp, telnet, rlogin, rsh

– Passwords transmitted unencrypted

– Anonymous FTP: write access?

• NFS: false mounting of exported files

– NFS masquerading: UID on untrusted hosts can be arbitrarily manipulated

– faking of NFS file handles (replay attack)

– similar problems with NetBIOS
(workgroup or password-level access)

• NIS

– supplies password information to outside

– password shadowing

• HTTP Cookies: Write access

– “permission assumed”

– personal data, e.g., passwords, user profiles

– disallow by default!

• CGI-scripts

– execution of arbitrary commands on server

– errors in scripts can open security holes

– minimal rights principle!

• DNS poisoning: Attacker fudges IP number / name assignment
system access via .rhosts and rlogin
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2.2.2 Transport layer attacks

• access via faked TCP/IP packets
TCP: sequence numbering / acknowledgement
upon receipt of a connection request, the server generates a new sequence number, sends it back, and waits for an
acknowledgement

“guessing” of ack numbers allows write access blocking of receipt at victim’s site

• “session hijacking”

– eavesdrop communication

– kill client

– use false packets to continue communication, e.g., install backdoor on server

2.2.3 Network layer attacks

• Address spoofing:Attacker pretends to be somebody else (via manipulated IP-headers)

– Flooding attacks
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∗ direct: SYN-Flooding

∗ indirect: Smurf

• Eavesdropping of IP-packets (tcpdump)

– IP provides unencrypted communication

– no confidentiality, integrity, authenticity, ...

– routing nondeterministic

∗ strict source routing attack
∗ RIP (routing inf. protocol) and redirect attack

2.2.4 Link layer attacks

• physical access to the network
(hardware monitoring devices)

• ARP masquerading

send unrequested ARP-reply which associates own HW-id with IP-address of victim

server “updates” cache information

• WLAN?

3 Construction of Secure Systems

3.1 General Construction Principles

• fail-safe defaults principle
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Access denied if not explicitly allowed

• complete mediation principle

Each access hat to be supervised

• need-to-know principle

each subject has exactly the rights needed for its tasks

• open design principle

security does not depend on design knowledge

• economy of mechanisms principle

measures must be efficient and easy to use

3.2 System Construction Phases

“Design for security”: respect security issues in each phase, enrich life cyle by special (sub-) phases

1. System requirements analysis

System environment, functionality, use scenarios

necessary components, available resources

2. Threat and risk analysis

• list vulnerabilities and possible attacks

• estimate potential damage and occurrence probability

3. Security strategy and security model

• derive and classify necessary security mechanisms
effort, cost, importance, ...

• build a model of the system and prove properties

4. System architecture (coarse-grained design)

• Realisation of the model

• Interface definitions, services and protocols, module decomposition

5. Module definition (fine-grained design)

• algorithms, data and control structures, ...

• adaption or extension of existing architectures and modules

6. Module and system implementation

• Coding and integration of components

7. Validation, testing and evaluation

• code-inspection, module testing, integration testing
(e.g., find logical time bombs, security holes, hidden channels)

• testing of security measures

• validation of implementation of security model

8. Security classification

• according to different criteria catalogues (TCSEC, ITSEC, ...)

• certification authorities, e.g., T̈UV, BSI

9. Installation, maintenance

• establishment of security infrastructure
assert that security policy is being followed,
fixing of known security holes etc.
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Construction of Secure Systems

Security engineering: “The effort to achieve and maintain optimal security and survivability of a system throughout its
life cycle” [InfoSec 1999]
Integration with the SW-engineering process
New phases: Theat and risk analysis, security strategy; Security classification, infrastructure
Lit.:

• Ross Andersen, Security Engineering; Addison-Wesley, 2001 (Case Studies)

• Nancy G. Leveson, Safeware; Addison-Wesley 1995 (Safety)

• Ed Amoroso, Fundamentals of Computer Security Technology

3.3 Threat and risk analysis

Tasks: List vulnerabilities and possible attacks, Estimate potential damage and occurrence probability

1. systematic detection of threated system components

2. systematic detection of threat causes

– organisational structure

– technical implementation

– user behaviour

3.3.1 Actual procedure

1. Definition of objectives and scope

2. Definition and description of the system, system boundaries, and information to be used in the analysis

3. Identification of vulnerabilities

4. Identification of threats and threat causes

5. Collection of data (such as historical data, related standards and codes of practice, etc.)

6. Qualitative ranking of threats based on their potential effects and likelihood

7. Identification of preventive or corrective measures, general design criteria and available ground functionalities

8. Quantitative (cost) evaluation of these measures

9. Quantification of unresolved threats and residual risk

3.3.2 A concrete example: Mensa cash card

1. Objectives and scope:

• New software system
uses available cash register and server hardware

• Billing
(mensa access control? food supply accounting?)

2. Description of the system

• components: smart cards, cash registers, charge terminals, server, card emission/redemption counter, student
database

• users: students, cashier, cook, ...

3. Vulnerabilities
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• cards

• charge terminals, network connection

• server

4. Identification of threats and threat causes

• access to food with incorrect billing

• no access to food even though bill has been paid

• (damage to equipment or people)

3.3.3 Fault tree analysis (FTA)

originally developed in 1961 by H.A. Watson at Bell Labs
evaluation of launch control system for missile launch
extended to communication systems and security
Purpose: Analyze causes of failures (not identification)
Top-down search method (tree-based)
Each level in the tree shows the same thing, but in more detail
top node represents threat, leafs represent events (actions)
intermediate nodes are abstractions of sets of actions

Decomposable event

basic fault

not developed further

occurs normally

condition

AND gate

OR gate

Transfer

INHIBIT gate

Fault tree example

billing too highbilling too low

wrong cash amount for card

tampering with card tampering with server

wrong card

Access to food
with incorrect billing
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Tampering with card

Faking the cardFaking the information
on the card

Faking the user id Faking the validity

Access to other user id Possibility to write id on cardOther user has
positive account

Cut sets

A cut set is a set of basic events such that if even one event in the cut set does not occur, then the top event will not take
place.
minimal cut set representation: Two-level tree (disjunction of conjunction of literals)
Provides information to identify weaknesses of the system: importance of ranking of each event w.r.t. top event

3.3.4 Risk assessment

Estimate potential damage and occurrence probability

Risk

– Threat

∗ Attacks

∗ Vulnerabilities

– Damage

∗ Values concerned

∗ Quantification

– Probability

Sideview: Hazard analysis

Hazard levels, e.g., in MIL-STD-882B:
Category 1: Catastrophic; may cause death or system loss
Category 2: Critical: may cause severe injury, severe occupational illness, or major system damage
Category 3: Marginal: may cause minor injury, minor occupational illness, or minor system damage
Category 4: Negligible: will not result in injury, occupational illness, or system damage

Grundschutzhandbuch BSI

• Protection classes:

low: Consequences are local and can be estimated

medium: Consequences are a major loss

high: Consequences are considerable

very high: can be catastrophic, existence threatening

• Categories:
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A offences against laws or contracts

B restriction of informational rights

C physical injury

D inhibition to fulfill tasks

E other negative or financial consequences

Examples for “very high”

• contract penalties which threaten the existence of a company

• abuse of personal data which can ruin the respective person

• threat of life and health of people

• no service for an unacceptable period

• loss of image (banking) or major amount of money

Hazard likelihood

• Frequent: Likely to occur frequently to an individual item, continuously experienced throughout the fleet or
inventory

• Probable: Will occur several times during the life of an individual item, frequently throughout the fleet or inven-
tory

• Occasional:Likely to occur sometime during the life of an individual item, several times throughout the fleet or
inventory

• Remote: Unlikely to occur but possible during the life of an individual item; unlikely but reasonably expected to
occur in a fleet or inventory

• Improbable: Extremely unlikely to occur to an individual item; possible for a fleet or inventory

• Impossible: Cannot occur to an item or in fleet or inventory

Quantitative Threat Analysis

Assign to each leaf in the fault tree

• risk

• effort or probability

Risk is measured in financial loss; Effort is measured in time/resources needed for an attack
e.g.: actual loss, image loss, cost of card writer, decryption effort, ...
From this, the overall risk can be calculated bottom-up (AND=product, OR=sum)
Priority ranking of threats according to their importance

3.4 Security strategy and modelling

Repetition: Mensa cash card example

System components:(Smart) cards, cash registers, charge terminals, display stations, server, counter, database
Design decisions:Dumb or smart card? Banking/Cash card? w/o PIN? w/o user name?

• Cash amount on card⇒ subject to tampering

• Banking/Cash cards⇒ Additional threats by interconnection with banks

• (No) user name on card⇒ (no) immediate assignment possible

• No PIN for card⇒ low protection of users against unauthorized use
(lost/stolen cards, but also: copying of card information)

Similar considerations for other system components
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Derivation of the security strategy

First step: formulation of thesecurity goals(properties the system is supposed to guarantee)

Derived from negation of threats from the fault tree analysis

Example: “it is always the case that the user id on a card is unchanged”
Ideally: Formulation in some logical language

Classification of properties according to their importance (is directly derived from the risk analysis)

Predicate logic

Syntax:

Definition 13 (Signature)
A signatureΣ = (D,F,R, τ) consists of a finite set D of domain names, a finite set F of function symbols, and a
finite set R of relation symbols. Associated with each function and relation symbol is its typeτ , which is a sequence of
domain names (nonempty in the case of functions).

Usually assumed:reals< ∈ D, {0, 1,−,+, ∗, ...} ⊆ F, {<,≤, ...} ⊆ R.
Given a signatureΣ, letV be a set ofindividual variables, where each variable has an appropriate type.

Definition 14 (Term)
object termt of type D is

• x, where x is an individual variable of type D, or

• ft0...tn−1, where f is a function symbol of type (D0, ..., Dn−1, D) and each ti is an object term of type Di for
i < n.

As a special case, each constant symbol of type(D) is an object term of typeD. Sometimes, parenthesisf(t0...tn−1)
or infix notationt0ft1 is used for better readability.
Examples:17, input(i), sinx, x+ 3, 17 + 4, ...

Definition 15 (Formula)
well formed formulaϕ:

• ρt1...tn, where ρ is a relation symbol of type (D1, ..., Dn), and ti is an object term of type Di for all i ≤ n.

• t1 = t2, where t1 and t2 are object terms of the same type,

• ⊥, (ϕ→ ψ), where ϕ and ψ are well formed formulas, or

• ∃x ϕ, where ϕ is a well formed formula, and x is an individual variable.

Abbreviations:
> ∆= ¬⊥,
¬ϕ ∆= (ϕ→ ⊥),
(ϕ1 ∨ ϕ2) ∆= (¬ϕ1 → ϕ2),
(ϕ1 ∧ ϕ2) ∆= ¬(¬ϕ1 ∨ ¬ϕ2),
∀x ϕ ∆= ¬∃x ¬ϕ

Examples:

• 17 + 4 = 21,

• ∃x sinx = 1,

• input(t)→ output(t+ 1),

• ∀ε∃δ(x+ ε < c1 → f(x) + δ < c2)
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Semantics:

Definition 16 (Structure)
A structureS (or algebra) S consists of a collection of disjoint sets called domains, and a collection of functions and
relations over these domains. Elements of the domains are called objects.

Definition 17 (Interpretation)
An interpretationI for a signature Σ on a structure S is a mapping I : Σ→ S assigning a nonempty domain I(D) for
each domain name D, and a function I(f) and relation I(R) of appropriate type for each function and relation symbol,
respectively.

Definition 18 (Valuation)
A variable valuationv is a mapping assigning an object v(x) ∈ D to every individual variable x of type D. A model

M ∆= (S, I,v) for the signature Σ consists of a structure S, an interpretation I, and a variable valuation v.

Definition 19 (Model)
A modelM ∆= (S, I,v) consists of a structure, interpretation and valuation. It determines a unique object tM for every
term t, and a unique truth value ϕM ∈ {tt,ff} for any formula ϕ. This denotationof terms and formulas is defined as
follows:

• xM ∆= v(x), if x ∈ V is an individual variable,

• (ft1...tn)M ∆= I(f)(tM1 ...tMn ),

• (ρt1...tn)M = tt iff (tM1 , ..., tMn ) ∈ I(ρ),

• (t1 = t2)M = tt iff tM1 = tM2

• ⊥M ∆= ff ,

• (ϕ→ ψ)M = tt iff ϕM = tt implies ψM = tt, and

• (∃x ϕ)M = tt iff ϕ(S,I,v′) = tt for some valuation v′ which differs from v at most in x.

M |= ϕ if ϕ denotes the valuett inM.
Models are executions of programs; Formulas are used to specify which executions are allowed

Example: specifications for charge terminal

Signature:
update(c, x, y, t): An update request is being sent from the terminal to the server for userx with amounty at timet
query(c, x, t): A query is being sent from the terminal to the server for userx at timet
response(c, x, y, t): A response is being received by the terminal from the server for userx with amounty at timet
insert(c, x, t): Card for userx is inserted in the terminal at timet
eject(c, t): Card is ejected from the terminal at timet
payment(c, y, t): Cash amounty is paid at the terminal at timet
More detailed specification level:
describe payment mechanism (input slot open/closed, motor on/off/reverse, validity check for money passed, ...) describe
card identification mechanism (reading of information, decryption, ...)

Properties:

If the cash amounty is paid at terminalc for userx, an appropriateupdate will be sent to the server.

has card(c, x, t1, t2) ∆= insert(c, x, t1) ∧ t1 < t2 ∧ eject(c, t2) ∧ ¬∃t(t1 < t < t2 ∧ eject(c, t)

(has card(c, x, t1, t3) ∧ t1 < t2 < t3 ∧ payment(c, y, t2)→ update(c, x, y, t3))
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Other properties

for each insert exactly one eject after at most t time units, between insert and eject at most one input,...
Security property:
Update-Befehle will be sent only after the appropriate amount has been paid (not for other reasons such as tampering):

update(c, x, y, t3)→ ∃t1, t2(has card(c, x, t1, t3) ∧ t1 < t2 < t3 ∧ payment(c, y, t2))

Network correctness property:
Eachupdate wich is sent by any terminal is received by the server without modifications.
Eachupdate received by the server was really generated by a cash terminal (and not inserted into the net).

receiveu(x, y, t)→ ∃c, t1(t1 < t ∧ update(c, x, y, t1))

Derivation of the security strategy (cont.)

Second step: Identification of general design criteria and available base functionalities
Security base functions (BSI):

• Identification and authentification

e.g., passwords, biometrics, signatures, ...

• Rights: who is allowed to do which transaction

Access control lists, classifications

• Admission control

e.g., file handles, locks, firewalls etc.

• non-repudiation, proof logging

video, logfiles, ...

Security architecture

Third step: Identification of preventive or corrective measures and system components necessary to inhibit attacks

Build a system model exhibiting users, components, interactions and connections between system parts
Modelling languages e.g., UML

Decide which standard components can be used for certain tasks(e.g., SmartCards, SSL, Firewalls, TrustCenter, ...)
Develop concepts for implementation of nonstandard tasks

Transition system for Cash Terminal

payment(y)?
s:=y payment(y)?

s:=s+y

confirmation_user?
eject

update(y)!

abort_user?, confirmation_user?

eject!

insert(x)?

start has_card pay

end

Various modelling languages, e.g., UML, statecharts, ...

22



Problems:

• timing aspects

• data handling

• parallel composition

Interactive and automatic proof support

Interactive proof bytheorem provers

• Use assumptions on base functions as axioms

• Derive goals from axioms and transition system

• Mathematical theory and tool support available

Automatic proof bymodel checking

• Proof that the model satisfies the required properties

• Construct a graph of all possible execution paths of the model and check whether a security violation can occur

• Automatic search algorithms available

3.5 Security classification

Criteria catalogues
historically:

• TCSEC (Trusted Computer Eval. Criteria, 1980)
“orange book”, OS-centered

• ITSEC (Information Technology Security Evaluation Criteria, 1991)
security mechanisms and functional classes

• CC (Common Criteria, 1998; V2.1 v. 29.9.2000)

Evaluation by BSI-accredited certification labs

Common Criteria

Two level evaluation:

• Protection profile (PP) / security target (ST), and

• asset (TOE)

Structure of CC

Source available athttp://www.bsi.bund.de/cc
Three parts:

• Part 1: general model

– Glossary, foundations of evaluation, protection profiles, security targets

• Part 2: functional requirements

– catalogue of recommendations; connections between threats, goals and requirements

• Part 3: confidentiality requirements
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Evaluation methods:

• analysis and checking of processes and procedures

• checking that processes and procedures are being applied

• analysis of the correspondence between design representations

• analysis of design representations against the requirements

• verification of proofs

• analysis of the guidance documents

• analysis of tests and test results

• functional and penetration testing

• etc.

Assurance classes in CC:

(ACM) Configuration management

(ADO) Delivery and operation

(ADV) Development

(AGD) Guidance documents

(ALC) Life cycle support

(ATE) Tests

(AVA) Vulnerability assessment

(AMA) Maintenance of assurance

Each class consists of several assurance families
Evaluation assurance levels in CC

(EAL1) functionally tested

(EAL2) structurally tested

(EAL3) methodically tested and checked

(EAL4) methodically designed, tested, and reviewed

(EAL5) semiformally designed and tested

(EAL6) semiformally verified design and tested

(EAL7) formally verified design and tested
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EAL1: “provides meaningful increase in assurance over an unevaluated IT product or system”
development according to normal engineering standards

EAL2: requires “developer testing, vulnerability analysis, and independent testing”
formulation of security goals, threats, informal architecture plan, test documentation

EAL3: more complete testing, tamper resistance during development
informal implementation plan, test result evaluation

EAL4: requires design descriptions, partial implementation check, informal model
correlation between design and implementation

EAL5: semiformal design descriptions, structured architecture, covert channel analysis;
formal security model

EAL6: vulnerability analysis, structured implementation, environment controls
explanation instead of description

EAL7: formal representations and correspondences, comprehensive testing
mathematical proofs of algorithms

Example: EAL5
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Examples for evaluation requirements

ACM CAP.1.1DThe developer shall provide a reference for the TOE
ACM CAP.1.1CThe ref. shall be unique to each version
ACM CAP.1.2CThe TOE shall be labelled with its ref.

ACM AUT.1.2D The developer shall provide a CM plan
ACM AUT.1.3C The CM plan shall describe the automated tools used in the CM system
ACM CAP.1.1EThe evaluator shall confirm that the information provided meets all requirements for content and pre-
sentation of evidence

ADV INT.3.1D The developer shall design and structure the TSF (to evaluate security functions) in a modular fashion
that avoids unnecessary interactions between the modules of the design
ADV INT.3.1C The architectural description shall identify the modules of the TSF and shall specify which portions of
the TSF enforse the access control and/or information flow policies

Class AMA (maintenance of assurance)

• plan for maintenance of assurance

• TOE component categorisation report

• evidence of assurance maintenance

• security impact analysis
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General remarks to CC

+ Certification possible for hardware (e.g., switch), software (e.g., encryption program, OS), embedded systems
(e.g. PC-card), tools (e.g., compiler), combinations (e.g., OS)

- Evaluation usually complex and costly

+ Generality of approach

- Applicability

+ Evaluation maintenance

+ Internationalization?

3.6 Security infrastructure

Implementation of security policy
In particular, establishment of roles and responsibilities:

• user / rights administration

• revocation of rights and certificates (policy?)

• Administration of monitoring of activities

• Detection of and reactions to security violations

• Emergency action plan

• Change of policy, architecture, implementation

4 Access control

Basic security measure: Restrict rights!
Question: Who should have which access rights? (owner? root? read? suid?) How can access or denial of access (based
on rights) be implemented?
connection to

• rights administration (How are rights granted, stored and revoked)

• security policy (responsibilities of persons or components)

• identification and authorization (how is the identity and legitimation of a subject established)

Various abstraction levels:bit-level, file-level, filesystem-level, network-level
Various techniques:protected-mode runlevel / virtual storage, file descriptors and user capabilities, encrypting file
systems, firewalls
Overview of access control methods:

• Access control
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– atomic AC

∗ DAC (discretionary access control, access matrix control, benutzerbestimmt)

· ACL (access control list)

· UC (user capabilities, Zugriffsausweise)

∗ RBAC (role based access control: extendes access matrix control)

∗ MAC (mandatory access control, systembestimmt oder regelbasiert)

· Bell-LaPadula

· Chinese Wall

· Biba

– information flow control (lattice based access control)

atomic AC: file-level access control (who, what, how)
information flow control: transitive closure
Discretionary / mandatory access control

• discretionary (DAC): Creator of information sets permissions

• role-based (RBAC): permissions and accesses for roles

• mandatory (MAC): System grants rights (according to some policy)

4.1 Discretionary access control

Objects: Files
Subjects: Processes (users, groups)
Rights: read, write, execute, append, delete, copy, link, owns, suid, sticky

4.1.1 Access matrix

Basic modelling formalism:

M : S ×O → 2R

(equivalent:M ⊆ S ×O ×R
rows: subjects, columns: objects
Bild: example access matrix

Dynamic access matrices

More detailed: consider time
Mt : St ×Ot → 2R

dynamic access matrix: Define operations to change the matrix (create, destroy, enter, delete; based on conditions)
other additional constraints include local variables (e.g., only three accesses within 24 hours)
problem of deciding whether an inconsistent state can be reached
Usually, the access matrix is very sparse (=¿ not to be implemented as such!)
Implementations of DAC:

• Access control lists (ACL): object-focussed

• User capabilities (UC): subject-focussed

4.1.2 Access control lists:

in general, a list of pairs (user,right)
(in practice, wildcards and/or groups are used.)
For each file, there is a list of attributes (inode) such as file control block, owner, length, generation/access/modification
dates, and the ACL.
Critique of ACLs: Problem: not easy to list all rights of a specific user
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+: simple to understand, easy to administrate

-: inefficient (both time and space), no protection against trojans
usually: first-access control only, coarsening of ACL

Realization of ACL in Unix Unix-ACL: type-user-group-others
type=-dlcb
ug=rwxsS
o=rwx
suid-bit problematic (example in book incorrect!)

• shell scripts usually start with # !/bin/sh or similar

• assume there exists the file victim-script (-rws—r-x)

• attacker generates an executable malicious file named “bin”

• redefines internal field separators #, / and !

• executes victim-script, this calls his “bin” with victims uid

Rule: NEVER turn on suid on scripts

4.1.3 User capabilities

List of pairs (file, right)
associated with a subject, specifies the access rights that the subject may have to the object
in particular, home-directories (rw), system-directories (ro)
implementation as an OS-module or with HW support
subjects can have the right to pass on capabilities to other subjects
Critique of UCs Problem: not easy to list all rights of a specific object
Problem: Deletion of an object (all access capabilities must be deleted as well)

+: high flexibility, easy to use, possibility of decentralized management

-: difficult revoking of rights

user profile:one row of the access matrix (w/o empty entrys)
(special case of access control based on user capabilities)
General critique on DAC:

+: easy to understand

-: possibility of inconsistency

-: not much flexibility (change of tasks)

4.1.4 Role-based access control

Task, rather than subjects, decisive for granting of access
Each subject can take one of several rolesR
role-membership-relation⊆ S ×RL
role-rights-relation⊆ RL×O ×R
example roles: sysadmin, security-officer, operator, auditor,
Usually: hierarchical structure of roles
ex: banking scenario employee¡cashier,teller¡revisor¡head and customer
problem with inheritance of rights
Additional rules regarding roles:

• static separation of duties (e.g., revisor not teller)

• dynamic separation of duties (e.g., teller not customer)
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Implementation of RBAC:

• special role sysadmin often provided, sometimes even split

• other roles only rudimentary with Unix groups

• incorporated in production data bases (oracle, ...)

4.2 Mandatory access control

4.2.1 Bell LaPadula Model (“multi-level model”)

access control in government and military applications
restrict access to each object based on the sensitivity of the information contained in the object (classification) and on
the authorisation of each accessing subject (clearance)
Examples: “Unclassified personnel cannot read data at confidential levels”
“Top-Secret data cannot be written into the files at unclassified levels”

Bell-LaPadula formally

underlying: dynamic access matrix with rights (read, append, execute, rw, control) (control=owner)
Lattice of security levels:
Given a set “categories” of names such as (Nuclear, NATO), or (doctor, nurse, patient, clerk). and a set “classification
levels” of names ordered by a< relationship. For instance, unclassified ¡ confidential ¡ secret ¡ top-secret
Each object is associated with a security level of the form (classification level, set of categories).
Each subject is associated with a maximum and current security level
Security level A dominates B if and only if A’s classification level ¿= B’s classification level, and A’s category set
contains B’s.
For instance, (top-secret, Nuclear, NATO) dominates (secret, NATO) because top-secret ¿= secret and the set Nuclear,
NATO contains NATO
In the model, an access request (S, O, R) is granted if and only if all of the following properties are satisfied:

Bell-LaPadula rules

• simple security property (no read up):for read-access, level(subj) should dominate level(obj).

• *-property (no write down):for append-access, level(obj) should dominate level(subj); for write-access, level(obj)
should be equal to level(subj).

• discretionary security property:the (subj, obj) cell in the matrix contains acc.

BlP guarantees that no high-classified information can flow to a low-classified subject
Bell-LaPadula implemented in many systems (e.g., Secure Xenix, Trusted Solaris)

Critique on BLP:
Blind-write-problem
Aggregation of information at upper levels
focus on military domains

4.2.2 Chinese Wall model

focus on commercial applications (insider know-how in banking)
each object o has associated company y(o),
each company belongs to one of several conflict classes x(o)
Chinese wall access rules:

• READ: read-access only if no previous access to another object from a different company of the same conflict
class (read of one company shadows all conflicting companies

• WRITE: write-access only if all previous read accesses are to objects from the same company (or unclassified)

Critique on Chinese Wall
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-: no access control on the level of individual objects or specific tasks

-: rights of objects continually decreasing

+: successful for specific application domain

5 Cryptology

is the study of mathematical techniques related to the design of cyphers.
Second most important base mechanism in security (besides access control).
Two sides:cryptographyandcryptanalysis
Basic application:secure communication over insecure channels
Cryptosystems

Definition 20 (Cryptosystem)
A cryptosystem (M,C,K,E,D) consists of

M : plaintext messages (usually M ⊆ Σ∗)

C: cyphertexts

K: keys (K = EK ∪DK, encryption / decryption keys;
f : EK → DK)

E,D: encryption and decryption functions

If c = Dk(m), thenEf(k)(c) = m

Symmetric cyphers:f = id
Dk(Ek(m)) = m

5.1 Symmetric key systems

E D

Encryption Decryption

m

k k

E  (m)k E  (m)k m

Attacker
doesn’t know k

Alice and Bob share an encryption algorithmEk, a decryption algorithmDk, and a secret keyk.
Alice wants to send Bob a messagem.
Alice encryptsm by computing the cyphertextc = Ek(m) and sends it to Bob.
Bob decryptsc by computingDk(c) = m to retrieve the original plaintext messagem.

Two varieties: stream cyphersandblock cyphers

• encryption of bits or bytes, or

• encryption of blocks (64-128 bit)

Block cyphers mostly used if plaintext is known in advance (documents, filesystems, ...)
stream cyphers mostly used for continuous data sources (speech, keyboard input, ...)
Block cyphers often slower but higher security; some cyphers can be used in both operating modes
CryptanalysisBasic assumption:
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Attackers have complete access to coomunication channels and knowledge about cryptosystem
(security must lie completely within the key)

Question: Given a certain amount of information, can the attacker infer the key?
Attack models:

• cyphertext-only attack

• known-plaintext attack(e.g., text starts with #include ...)

• chosen-plaintext attack(e.g., feed information to be sent)

• chosen-ciphertext attack

• purchase-key attack(infer next key?)

Unconditional security:no amount of information allows to infer key

5.1.1 Symmetric cypher classification

• Substitution cyphers

– Monoalphabetic substitution

∗ Caesar:Shift each char 3 positions;
ex.: “Information”=⇒ “Lqirupdwlrq”

∗ ROT13:Shift 13 chars (ROT13(ROT13(m))=m)
∗ Single-char substitution table(permutation of alphabet)

ex.: key=(xnyahpogzqwbtsflrcvmuekjdi)
“Information” =⇒ “Zspfctxmzfs”

∗ S-boxesfor block substitutions
(index calculated by bit-representation of char)

– Polyalphabetic substitution

∗ Vigenere:add key modulo 26 in blocks
ex.: key=“Key”
“Information” =⇒ “I+K n+e f+y o+K r+e m+y a+K t+e i+y o+K n+e”

∗ XOR:add key modulo 2
ex.: key=(0110)
“10110101”=⇒ “1+0 0+1 1+1 1+0 0+0 1+1 0+1 1+0”=“11011100”

• Permutation cyphers

– Transposition cyphers: random permutation of n chars
e.g. K= (4 2 1 3) “Informations”=⇒ “onIftmrasoin”

∗ Matrix permutation(shift rows and/or columns)

Breaking of monoalphabetic substitutions can be done by frequency analysis.

Theorem 1 (Security of substitution cypher)
If the key is completely random, then polyalphabetic substitutions are unconditionally secure.

(in particular, key must be of same length as message: “one-time pad”. In contrast, using a one-time pad twice is
completely insecure.)
Breaking of cyclic substitutions by levels of coincidence to find out key length, then frequency analysis
One-time pad problem: key generation and distribution
stream cyphers often use generated key (pseudo-random sequence from random seed)

• only the random seed needs to be distributed

• fast algorithm (useful for mobile communication)

• one-time use of seed required!

• Solution: Encrypt seed with other cyphers, prepend to message

Permutation cyphers easy to implement in hardware
Product cypher:combination of substitution and permutation e.g., DES, 3DES, IDEA, AES, ...

32



5.1.2 DES

Data Encryption Standard:most widely used symmetric cipher (e.g., EC-cards until 1997)

M = L0R0

Li = Ri−1

Ri = Li−1 + f(Ri−1, ki)

C = R16L16

ki is derived fromk according to key schedule
f is one-way-functionf : A 7→ B

(an injection such thaty = f(x) is easy to calculate,f−1(y) can not be effectively calculated from
given y)

History of DES

1974 IBM develops DES from LUCIFER as NIST standard

1975 modified (keylength, permutations)

1977 becomes standard, used in finance

1991 differential cryptanalysis attempts

1997 cracked by brute force (78000 PCs) in 96 days

1999 cracked by brute force (250K$ machine) in 24 hours

2001 cracked by brute force in 30 minutes

2000 Rijndael becomes AES

5.1.3 AES

Rijndael: result of an open contest
winner against strong favorites
blocksize and key length can be 128, 192 or 256 bit
variable number of rounds (usually 9)
square arrangement of blocks, bytewise shuffling and mixing
(seecsrc.nist.gov/encryption/aes andwww.esat.kuleuven.ac.be/˜ rijmen/rijndael )
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AES rounds
A regular round consists of:

1) substitution (with a fixed S-box)

2) shift rows (fixed permutation of bytes) (top row unchanged, second row
shifted 1 place, ... third row 2 and forth row 3 places)

3) mix columns (another substitution) four bytes in a column are mixed using a
matrix multiplication

4) add round key (simple XOR)

subkey generation:
each subkey is derived from the preceding and the original
round specific constant added
AES safe against all known sorts of attack
Change 1 bit in input can affect whole output block after only two rounds
Several free implementations available

Implementations

Evaluating block cyphers
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